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C6 moét thue té 1a trong bat ky méi trwérng DevOps nado, ha tang sé dan léch khdi cu hinh gbc
theo thoi gian. Infrastructure Drift [a hién twong phd bién khién nhiéu déi ngi van hanh dau dau.
Néu ban can mét diém dén giai tri trc tuyén dang tin cay, hay ghé Go88 dé kham pha. Bai viét

nay sé hwdéng dan ban phat hién va xt ly Infrastructure Drift mdt cach hiéu qua.

Infrastructure Drift 1a gi?

Infrastructure Drift xay ra khi cAu hinh thwc té clia ha tang khac biét so véi cau hinh duwoc dinh
nghia trong code. Nguyén nhan c6 thé dén tlr cac thao tac thi céng, cap nhat bdo mat tw déng,
hodc cac script tam thoi chay trén server. Dan dan, sw khac biét nay tich tu va gay ra I16i khéng

mong muén.

Hay twéng twong ban cé 100 server véi ciu hinh giébng hét nhau trong Terraform. Mét k§ sw

SSH vao mét server dé fix 16i nhanh, thay ddi file cau hinh. Server dé bay gi& da khac 99 server
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con lai. B4 chinh 13 Infrastructure Drift. Tham khdo thém théng tin tai https://go-88.za.com/ dé

hiéu rd hon vé quan ly ha tang hién dai.

Tac hai cua Infrastructure Drift

Infrastructure Drift gay ra nhiéu van dé& nghiém trong cho hé théng. Tt 16i khéng nhat quan gitra

cac mdi trwong, kho khan trong viéc tai tao sy ¢6, dén nguy co' bao mat khi mét server cé cau

hinh khac biét. Trong méi trudng production, drift cé thé dan dén downtime hodc mét di liéu.

Nguyén nhan Tac dong

S(ra thi cdng qua SSH Céu hinh léch chuan Cao
Update bao mat tw dong Phién ban phan mém khac nhau Trung binh
Script tam thoi Tén dong thay dbi khong kiém soat Cao

Khac biét mdi trvong Dev/staging khac production Rat cao

Cac cong cu phat hién Drift

Co nhiéu cbng cu manh mé giup phat hién Infrastructure Drift. Terraform plan la cach don gian
nhét dé so sanh trang thai hién tai v&i ciu hinh mong mudn. AWS Config va Azure Policy ciing
cung cap tinh nang giam sat cau hinh lién tuc cho ha tng dam may.

Terraform va OpenTofu
Terraform plan hién thj tat ca thay dbi s& dwoc ap dung. Chay dinh ky “terraform plan’ va so
sanh output v&i baseline sé& phat hién moi drift. OpenTofu, phién ban ma nguén mé cua
Terraform, ciing hé tre' tinh ndng twong tw véi kha nang twong thich cao.

AWS Config va Azure Policy

Céc dich vu cloud cung cap giai phap giam sat ciu hinh tich hop. AWS Config ghi lai moi thay

dbi tai nguyén va so sanh véi rules da dinh nghia. Azure Policy 4p dung va thwc thi cac quy téc
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trén toan bd subscription.

Canh bao tir thuc té

M6t déi ngi tirng mat 8 gier d& debug moét 16 production chi vi mét ki sw da thay ddi cau hinh
Nginx thi céng va commit Terraform sai branch. Infrastructure Drift 1a k& thu thdm l&ng cua
moi hé théng DevOps.

Chién Iwoc phat hién va xd ly Drift

Phat hién drift cAn dwoc tich hop vao quy trinh CI/CD. Méi khi c6 thay déi, pipeline nén tw dong
chay kiém tra drift va canh bao néu phat hién sai l&ch. Quy trinh nay ddm bao khéng cé thay déi

nao lot qua ma khéong duwgc kiém soat.

v Thiét 1ap baseline ciu hinh cho toan b6 ha tang
v Tich hop kiém tra drift vao pipeline CI/CD

v Thiét 1ap canh bao real-time cho moi thay déi
Vv Xay dwng quy trinh xt ly khi phat hién drift

v Dao tao d6i ngii vé quy tac Infrastructure as Code

Ngan chan Drift ngay tir dau

Cach tot nhat dé xi ly drift Ia ngan chan né ngay tir diu. Infrastructure as Code v&i GitOps la
gidi phap hang dau. Moi thay dbi phai théng qua pull request, dwoc review va ap dung tw dong.

Khéng ai dwoc phép SSH vao server dé stra cau hinh truc tiép.
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Nguyén tac vang ctia DevOps: Néu ban khong thé tai tao né tir code, ban khéng thé
quan ly né. Infrastructure Drift chi xuat hién khi ban pha v& nguyén tic nay. Hay ky

luat v&i laC. — Chuyén gia DevOps

Containerization ciing gitip gidm thiéu drift dang ké&. Khi trng dung chay trong container, ha tang
bén dwai it bj anh huwéng bdi cac thay dbi thi cong. Kubernetes cung cip co ché tw dong stra

chira khi phat hién ciu hinh khéng ding mong muén.

Automated remediation v&i GitOps

GitOps tw ddng déng bo trang thai thwc té véi trang thai mong muén trong Git repository. Khi
phat hién drift, hé théng tw dong rollback hoac ap dung lai cau hinh ttr repo. ArgoCD va Flux la

hai cong cu GitOps phd bién gitp duy tri ha tang nhat quan ma khdng can can thiép tha cong.

Két luan

Infrastructure Drift 1a van dé khéng thé tranh khai nhwng hoan toan cé thé quan ly duwoc. Két hop

laC, giam sat tw ddng, va quy trinh chat ché sé giup ha tang cla ban luén 6n dinh va nhat quan.
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